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@ Problem Statement

Security response teams at U.S.
government diplomatic and consular
facilities need to have simultaneous secure,
reliable, and mobile routes of
communication during threat incidents in
order toavoid misunderstandings and
confusion to avoid lost lives.



Bottom Line Up Froi

— Problem«
— Impact «
— Solution«



EJProblem

What is the Issue?

- Dead zones outdoors

- Unreliable indoor coverage
- Garbled messages

- Talk-over

- Limited capacity

ead Zones Indoors
Dead Zones Outdoors




EAlmpact

What is the Effect?

- Radios don’t work reliably
-Transition down the PACE plan
-Use of landlines & runners

-Inconvenient modes of communication

- Loss of mission-critical information

- Injury &loss of life



EASolution

What is the Solution?
- Short-range repeaters
- Digital radio protocol

Project Goals:
- 100% radio coverage outdoors on

embassy/consulate grounds
100% elimination of talk-over
- 95% radio coverage in mission-critical
. Indoor areas
99% reduction in garbled transmissions



Project Timeline

s L




FWeek 1: MMC

The Mission Model Canvas e o s A
Buy-in & Support ﬂ? Key Activities o Value Propositions -.5'3- Buy-in & Support ' Beneficiaries ’
» DoS » Stakeholder Interviews » Enhances Security + Outreach to Local & » Security Response Teams
+ Various Contracted » Problem Development & +  Lives Saved Government Beneficiaries + Embassy PACE Teams
Engineering/Design Companies Refinement * Operational Continuity = POF/MVP * DS Agents
+ Various Contracted * Network Architecture Design + Cost Efficiency » Define Problem & Impact + Local Law Enforcement
Manufacturing/Logistics * Data Encryption/Encoding + Public Trust & Reputation »  Address Relevance + Public Safety
Companies Scheme +  Adaptability + Disaster Relief/AID
+ Bureau of Diplomatic Security | » Power Efficiency Design + Technological Advancement Organizations
+ CTS + International Cooperation + Personnel Families/Friends
+ CISA + Universality + DoS Leadership
- Di'ﬁl‘lﬂlﬁ

+ Marine Security Guards
+ Regional Security Officers




23 Week 1-6:

Diplomatic Security Service:
Security Engineering Officer

- Discussed procedures for embassy radio checks,

limitations to said procedures.
- Wi-Fi, loT restrictions in DoS facilities (SAAS)
Voice-to-text transcription, GUI, acknowledgement

indicator all suggested
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1-6: Overview

oors (Floor-to-Floor)
cific Procedures)

nges:

lew Request Response Times
oblem Scope
omplex Issues

Trajectory:

Scope Reduction & Better Problem Definition
Research into Real-Time Transcription & UI/UX
earch into Simultaneous Communication Methods



Security teams within U.S. Embassy/Consulate facilities require robustforms of

- Scope narrowed down from ‘communication’ encompassing:
Security & Non-Security Personnel Inside & Outside Compound  Security Personnel Inside Cor

= Definition of required:
This entails the need to maintain : ,and communication at all times.
- High Fidelity Audio Communication
- Location Tracking
- Audio Transcription/Real-Time Translation
- Node/AP Based Mesh Coverage



FWeek 6 -MMC

H H Mission/ Problem Description: Dhesdoptred By: Datey Viorsfon:
The MlSSlon MOdeI can\fas Critical Commusiication 527 1003/ 2023 #5 4
Buy-in & Suppert & Key Activities o, Value Propesitions ﬁ- Buy-in & Support @ | Beneficiaries
* DoS ¢ Stakcholder Interviews * High Fidelity Audio * Ourreach i
* Contracted Engineering/Design] @ Problem Statement Refinement | ¢ Language Translation & POE/MVP
* Contracted * Technology Derermination * Address Concerns
Manufacturing/Logistics * Data Encryption/Encoding * Audio Transcriprion * Address Relevance
Scheme o Loggabilicy
* Power Efficiency Design o Low-Bandwidch
e CISA
Key Resources . !" Deployment
* Software Developers ® Training
# Hardware Engincers * Consolidation of Existing
* Beneficiaries C ications Method
-
A4




i
Week 6: MVP




Project Timeline

S

1 Number of Pivot #2

Number of
Interviews: 30



28 Week 7- 1O

Internal Resource Management
Information Management Technica
Specialist, Chennai, India

Other Important VPCs

- Provided details on internal compound (non-
classified) network infrastructure
- Described how procurement is done and the
paperwork associated with radios specifically
- Host nation specific red tape
(ORegional Cellular Requirements
(ORadio Communication Limitations

il BpEEIEC




7-10: Overview

ture Set on Mobile Phones

he Use-Case for Mobile Phones
ment Red Tape Associated with Product Development

eveloping a Practical Solution
Jti |2|ng Exrstlng Infrastructure & Devrces



Security teams within U.S. Embassy/Consulary facilities require secure, mobile, and robust
forms of communication between all security personnel and Post 1 at all times

Re-Addition of ¢ "and ¢ "to on handheld radio communications and security methods.

- Definition of modified:
- Refinement of audio communication requirements (Quality Audio Communication: 16 kbps full duplex or better)
- Removal of real-time translation
- Confirmation of node-based mesh networking
- Addition of message integrity checking
- Addition of existing/permanent infrastructure utilization



Week 10 -M

MC

H = Missiony/Probiens Desceiption: Designed By: Dale: Version:
The Mission Model Canvas
Buy-in & Support & Key Activities Value Propositions Buy-in & Support ' Beneficiaries

* Contracted Engineering/Design

Contracted
Manufacruring/Logistics
Burcan of Diplomaric Security
o EX
o Diplomatic Sccurity Service
% Cyber & Technology
Service
m Sponsor (Brian)
% International Programs
% Training
Internal Resource Management
ATAC Development Team
Contracted Guard Force

Local Law Enforcement

* Stakeholder Interviews
& Refine Problem Statement
® Define Specification
o Minimum Audio Bit-Rarte
(Lokbps Full Duplex)
o Minimum Bandwidth
(32kbps Full Duplex)
o Wireless Method to Use
(Mesh Protocal)
* Define Andio Processing

* Berrer Audio auality

* Audio Transcription
o Low-Bandwidch

® Operational Continuity
o Communication Reliabilicy
o Improved Coverage
o Betrer Domain Awarcness
o Command & Control
o Response Personnel

® Usc of Existing Technology

Key Resources i
» Software Developers “
* UL/UX Engineers
® Wircless Protocol Engineers
-

o Use Deployed Devices
o Use Existing Infrastructure

o Inrernal Resource _\hnascm-:m
o Information Management
‘Technical Specialis
* Burcau of Diplomatic Sccurity
o Regional Sccurity Officers

Deployment
* Equipment Usability &
Familiarization Training

» Internal Resource Management
© Vendor Contract

o Public Safecy (RIT PS)







Project Timeline

A

l Number of Pivot #2Numberofl

19Number of Interviews: 50

#linterviews: 30Pivot #3

T



11-14: Overview

ble obstacles



28 Week 11 1

Northampton Police Departmer
Representative:

Other Important VPCs

- NPD faces similar radio problems and needs
- NPD is currently implementing new radio equipment
OSeveral repeater sites
ODigital radio protocol
(O'Backpack’ repeaters for schools & crises
-Uplink into primary repeater network

O Indoor coverage




1. Scope of networks narrowed furtherto ,and  only.
@ 5 FAH-2 H-730, 12 FAM 420
@ Removes unnecessary groups and users

2. Intercompatibility requirement added
@ No new training requirement

@ Cost reduction



Week 14: MVP
e e Reiriciure (Non-Classifed)

Backhaul: Ethernet, fiber, coaxial
High tolerance, Ruggedized
Primarily custom protocol over UHF
Secondary UHF
Tertiary VHF
Indoor Repeater

(O  Covers an indoor room

: OufdoorsamilartRe ifhtesess point.
e (O  Forexternal dead zones

Similar in size to an outdoor wifi dish.
O  Necessary to be ruggedized.
O  Can use same ethernet cables as IP Car

O000O0

Other Benefits
Ik in: network Handheld Unit (APX Next XN All-Band P g
L bution sroups Supports VHF, UHF (100mhz, 400m

O  Emergency broadcast priority

O Multiple channels & control Cellular (3g, 4, 5g), wifi

Ruggedized but serviceable
Trunking protocol, 4+ comms




EWeek

4 -MMC

H = Missiony Froliem Description: Designed By: Date: Wersfon:
The Mission Model Canvas e e o
Buy-in & Support & Key Activities °, Value Propositions il Buy-in & Support ' Beneficiaries

# Burcau of Diplomatic Sccurity
o EX
@ Diplomatic Security Service
% Cyber & Technology
Service
m Sponsor (Brian)
% International Programs
% Training
» Internal Resource Management
* Dos Spectrum Management
* DoS Procurement
o Sylinx
o Motorola
© Kenwood
DoS I'T Infrastructure
* DoS Security Engineering
Radio Spectrum Engineer

A

# Stakcholder Interviews
* Define Specificarion
@ 16kbps Audio Dedication
e Toral 32kbps Full Duplex
@ Wireless Protocols
* Define Implementation
@ Timeline & Phase
Breakdown
o Product Specification/MPNy
o Installation Guidance &
Recommendations

Key Resources “'
» Software Developers

* Wircless Protocol Enginecrs
# International Spectrum & Law

# Better Audio Eu:lil}’

# Operational Continuity
e Communication Reliabilivy
% Improved Coverage
o Betver Domain Awareness
% Command & Control
% Response Personnel
» Use of Existing Technology
o Use Deployed Devices
© Use Existing Infrastructure

¢ Internal Resource Management
o Information Management
Technical Specialist
¢ Burcau of Diplomaric Security
o Regional Sceurity Officers

Deployment
¢ Equipment Usability &
Familiarization Training
S T
Vendor Contract

ristica

-

Ueployment




Project Timeline

e

—————n

l Number of Pivot #2Numer of MVP

Interviews: 1T9Number of Interviews: 50Number of



23 Week 15: |n

Chief Growth Officer, privatesecf"-._

-Skill Set Necessity
- Cost

-Measurable Progress Checkpoints
Provide Static Example

-Use existing projects with similar scope
Do not include references to:

-Existing Contracts

-S0W or Procurement

-Obtaining Funding Sources

‘\‘

Working off the assumption of leadership buy-in

Fil




15: Overview

Deployment

Trajectory:

Implementations:
iption (Whisper Al), Translation (Navy
Location Tracking (Radio Feature)



FHWeek 15 -MMC

H H Missiony/ Probien Descriplion: Desiged By: Date: Virsian:
The Mission Model Canvas Ot Commmit " o sz
Buy-in & Support & Key Activities Value Propositions -& Buy-in & Support ' Beneficiaries
* Burcau of Diplomatic Security ® Define Specifications * Berter Audio Quality ® Inrernal Resource Management
e EX P25-Compatible Voice &

> Diplomatic Security Service
% Cyber & Technology
Service
» Sponsor (Brian)
< International Programs
% Training
* Internal Resource M

Protocol
o Model Driven Implementation
= Timeline & Phase Breakdownf
Technical Specifications
Available Vendors/MIPNs
Installation Guidance

R darions

600

* DoS Procurement

= Sylinx

= Motorela

= Kenwood
& DoSIT & Infrastructure
* DoS RDT/RIMC

o Maintenance

= Spectrum M.

o Cost Based Analysis

Key Resources “’
Software Developers

* Wircless Protocol Engineers

# International Spectrum & Law

+ DoS RPB
o Specteum Analysi

# Government Vendor Contaces

# Operational Continuity
o Communication Reliability
# Improved Coverage
= Berrer Domain Awarcness
# Command & Control

“ Response Personnel
# Usc of Existing Technology
o Use Deployed Devices
o Use Existing Infrastructure

* Consolidation of Existing
Communications Methods

* Improved Training
o Equipment Use

© Information Management
Technical Specialist

* Burcau of Diplomatic Security
& R,cginnal Security Officers

Deployment
# Equipment Usabilicy &
Familiarization Training
. I IR AL
o Vendor Contract
© Logistical Deployment

o Public Safety (RIT PS)
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Wide-area repeaters (~100w)
- Duplexers

- Networking infrastructure

- Handheld radios

New Infrastructure
- Upgraded Networking Infrastructure

OExtra network drops
Short-Range OPrivate network for duplexers & short-range repeaters
ater Short-Range Repeaters
O Outdoor
O Indoor
New Duplexers
(OMay not be necessary, depends on current equipment

ge repeaters fill dead zones
xer & Network upgrades to support the short-range repeaters -No
ining for end users



Wide-Area Repeat

Outdoor Dead Zones




Wide

Outdoor Dead Zones

Short-Range Repeater

New Qutdoor Coverage




Minimum Viable P_od uct

Y 1|I

Indoor Dead Zone




i

Minimum Viable Prod uct

o S !

Short-Range Repeater

New Indoor Coverage



Minimum Viable Produc

\

Short-Range Repeater

| Outdoor Dead Zones

New Indoor Coverage

New Outdoor Coverage




MVP: P

Phase 1 - Discovery

IoanEsy Sukshie Instnll SHoerRONG
Povne (LPS) Regrater Pt
o ISerdy Dend Kpraity Sueable eal Shor-fian
e Zunes hm rear ShortRarge Repts arbue Cortgme
ey RCpaey Loeninns Shan-itange
Ity Existing Fepeatars
Matwark Drops ustibie
fior Short-Range
Repoaine: s Nestarek Crogrs
16 Short-Fiamge
Repeaters
Netiark Corg
ST IRCIy
Fado Assat Metaark Care Metwork Cone
Ivenioey Ugclates Testing
Lofigure
l::!m;ﬁs | Dugliondns fon M
5 Equipmart
5 Now Expigant ______'——'———______‘ o
- (it Upgiadkes Teest Dugfeser 1
Aessu Do e Wetwening Phase 4 - Final Deployment
5 L]

Phase 2 - Preparation




Signal Propogation
Survey

Phase 1 - Discovery

P —

|dentify Dead
Zones lhat need
cOoverage

f———

Network Core
Assel Inventory

Radio Asset
Irventary

Repeater/Duplexer
Asset Inventory

Identify Suitable
Shornt-Range
Repeater Locations

Identify Suitable
Power (UPS)

Install Short-Range ||
Repeater Power

Install Short-Range
Repeater Hardware

Identify Existing
Metwork Drops usable
for Shon-Range

Repeaters | New Metwork Drops |

Define Contracts
and Specifications
for New Equipment

for Short-Range
Repeaters

Metwork Core
Updates

Duplexer Upgrades
(if necessary)




MVP: P

Identify Suitable

Pawer (UPS)

Identify Existing
Network Drops usable
for Short-Range
Repeaters

Install Short-Range
Repeater Power

Install Short-Range

Repeater Hardware Install Short-Range

Repeaters

\—

e Test/Certy
-Range
Repeaters Network Drops
Metwork Core Metwork Core
Updates Testing [
' Configure
Duplexers for New
Equipment
Duplexer Upgrades | TestDuplexer
(if necessary) Networking

Phase 2 - Preparation




Configure
Short-Range
Repeaters

o Install Short-Range
Repeaters

L]

Test/Certify
Metwork Drops i Small-Scale
Testing of
Complete System
MNetwork Core
Testing

T Configure

Duplexers for New

'/_‘___. Equipment

Test Duplexer
MNetworking

Phase 4 - Fial Deploment

43
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MV P: Cost

ltem  Number  Shoft-Range Unit Price To

Repeaters 9[$3,599

Hardware 9[$199

Power Supply 9($299

UPS 31$259

Network Switch 11$1,199

Mini-Switch 4$59

Network Cabling ) Y4e]0) $Z2001040rtt roll
[NEtworK ACCESSOoTies TI$T00 $TOUF

T otal $39,435

Panama City Embassy
- 9x Short-range repeaters
- Up-to-date network core
- Up-to-date duplexers







s Project Support

Brian
Rapier

DoS DS Sponsor




s Project Support

Dr.Jim
Santa
H4D Professor




@ Questions?




