DS 25 -Outsmarting Smart Devices







Access Areas (CAAs) in order to prevent adversaries from using

wireless signals to collect and/or transmit classified information.




800-53 protocols and Intelligence Community Directives (ICDs)




Less policy violation

CAA Security; incidents

Education

e Detection
Policy Changes e Prevention via Less confiscated devices
education
= M|t|gat|on Greater security awareness

Physical Controls
culture



Standardized procedure |Universal Intellectual and\
and resources across  Cultural Resources .
departments

Greater Security

Educational resources | awareness Culture
- regarding CAA
procedure and security

hygiene

Checklist of Minimum

Education / Policy Controls /) CM-02
CM-06

AC-03

AC-06

SC-07
AT-02(02)

Checklist of AT-04

Physical Controls IR-04
PE-02

PE-03
CA-02
CA-07

Fewer Breaches

S X

“\ Physical reminders to
| combat procedure
fatigue

Fewer Confiscated
Devices




13,6%




Software Engineer .

Information
Management Officer

Political Officer




Total Interview: 21
Days Left: 70







Week 3 Pivot: Stop people from inadvertently bringing in smart devices in Controlled
Access Areas (CAAs) and how we can make using smart devices for work purposes easier
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Total Interview: 21 Total Interview: 31
Days Left: 70 Days Left: 49
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The Mission Model Canvas

Mission/Problem Descriphion

Designed by.

Date: Version:
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trained for briefing
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Percentage reduction in security breaches related to smart devices

Frequency and effectiveness of trainings
Maintenance and system performance metrics

Feedback and satisfaction ratings from security personnel and
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Less policy violation

CAA Security; incidents

Education

e Detection
Policy Changes e Prevention via Less confiscated devices
education
= M|t|gat|on Greater security awareness

Physical Controls
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The Value Proposition Canvas
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Mission/Problem Description: Designed by Date: Version:

The Mission Model Canvas

Key Partners & Key Activities o Value Propositions ﬁ Buy-in & Support ' Beneficiaries ’
2 Security experts and trained for AT-1: Training and culture shift Mincreased awareness and vigilance) Local Embassy Security Officers | Security Engineering Officer
briefing among security personnel
SI-5: Personal reminder / . Local Embassy Management Division Director
Security technology providers for alerts I Avoidance of legal issues
smark device detectors and signal Department of State Bureau of Security Technician Specialist
blockers 14-3: Device smart detectors IlEnhanced security by preventing
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Total Interview: 21 Total Interview: 31 Total Interview: 49 Total Interview: 103
Days Left: 70 Days Left: 49 Days Left: 28 Days Left: O




when using CAAs

v
o Especially regarding the differences in CAA

layout between embassies and consulate




alaam attacks
e Back to back in-person interviews lets us
build discussions off of each other




Mission/Prabiem Descrigtion: Designed by: Date: Versian:
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Checklist of Minimum
Education / Policy Controls

Checklist of
Physical Controls

NIST 800-53
Controls; ICDs

705/706

CM-02
CM-06
AC-03
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SC-07
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AT-04
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and resources across
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regarding CAA
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hygiene
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fatigue
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Fewer Confiscated
Devices




CM-06 AC-06 AT-02(02) IR-04

CM-02 AT-04

and Awareness
and Procedures Records

Security
Assessment and
Authorization

Continuous
Monitoring

Physical Access | Physical Access
Authorizations Controls




Deployment

gathering, adjustments
e iteration Full deployment

Salution Propesed O days Man 11/20/22  Mon 112023
4 pilnt Site M days Mon 11720723 Mo 318123 2
Deployment
Frocurement 14 days fmfza |thu Lafrfz g ) Procurement
Salution mapping | days Fri 13 Mon 12711423 | L.!nlu'linn mapping
Pilat deployment |5 s Tue 12012423 on 12/108/21 5 '-f““ g iy et
Iratial O clays Man 14/15/22  Mon 12/18/23 Initial Dreployment completed
Deployment
completed
4 Solution lteration 74 days Tue 1313022 Fri 3/29/24
Passive fralning &7 fays Tue 13/13/73  Wed 3/ 20/ - Pass v training
Galker il B0 Uays F 3 2 95547 days — data
Adpust palicy _'.l':l.'qz 2 Fri 3/25/24 9FF+7 days, 10FF _r:ﬂmt pelicy
Finalize renisad  0fays Fri /a2 Fri 3739 M 11 1Flnﬂhm solutlan

AA

AAaA

=
=
=
=
L

solution
Pillot successful; u Fri3f29/2a P32 12 # Pilot successful: begin full deployment
begin full




Joshua Ellwein ¥ Joe Calamari Jim  Santa
Jose Moreno Jason Hewkin Lillian Suvam Barui

Herrera
Problem ESO -Ottawa Industry Mentors Course

Sponsors Embassy Managers







