H4D1p DS-18 : Week 6
Presentation

By: John Grinthal, Nia Poor, David Kumar, Juliet Meza, Nicholas Milonni

Total Interviews Completed: 19
Interviews Scheduled: 6

ORIGINAL.:

Diplomatic Security’s C-UAS operators in Post Alpha need a more centralized interface that autonomously gathers
data from multiple C-UAS sensors and feeds the most relevant information into one single view. This single pane
of glass approach needs to be optimized with UI/UX principles in mind in order to better monitor threats and make
evidence-based decisions from Post Alpha and beyond.

“Post Alpha” is an embassy that uses



REVISED: / this system. We may Changc this WOI'dng to app]y to more posts.

Diplomatic Security’s Regional Security Officers (RSOs) in Post Alpha need a more centralized interface that
autonomously gathers data from multiple C-UAS sensors and feeds the necessary information into a minimal
number of views (ideally 1) while integrating components from various vendors. This single pane of glass
approach needs to be optimized and simplified with UI/UX principles and user feedback in mind in order to better
monitor threats and make evidence-based decisions from Post Alpha and beyond.

- Regional Security Officers (RSOs) may use the interface, not Field Stand Watchers (FSW5s)
- Would have less training and would not be enthused about this new responsibility

- Proprietary information should not be shown on screen unless it’s necessary to do so
- Single pane of glass view would be ideal but may not be feasible (too cluttered)
- Vendors may not be very open to integrating their services to create this interface

- User feedback from FSWs, and others use this interface every day, should be taken into account
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Engineers (3)
- Test Analysts (1)
- CST
- C-UAS
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- Other government
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current dashboard
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improvement with
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use / navigate

- Faster response time
to drone attacks

- User feedback taken
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- Flag noise and other
data issues

- Improved threat
monitoring for
evidence-based
decision-making
Increase in embass

- Reduction of
successful drone
attacks

case
- Explain the benefits
- educate about the
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Deployment =
Begin testing at one / a
few international posts /
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- Projects Lead (1)

Field Service Watchstandprs
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Deputy Project Managersk2)
Country Manager (1)

Mission Budget/Cost

smaller budget

$25,000,000 program budget
- This project specifically would have a .
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Mission Achievement/Impact Factors

- Feedback survey (Qualitative) (started a first version of this)
Establish a decision time baseline
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The Value Proposition Canvas

Value Proposition  The Ul should be consistent with previous Uls, as well as use and Customer Segment Users of drone detecting Uls to keep government buildings safe.
invoke universal language and emotion
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Less training time for implementation
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Cuts out y conf 2 s ;
Long and arduous training period

Easy to read icons
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The Value Proposition Canvas

Value Proposition A more simple user interface that is effective, easier to navigate, and

can be used to identify and defend against drone attacks in embassies.

Faster response time to counter drone attacks

Allow for easier training of "
CUAS Operators, and mor@@in Creators
people availible to train others.

More straightforward drone identification

A more simple Ul, with the
most important capabilities
still present, which is easier

o use. A Ul that keeps track of the distance a
drone is from your location, as well as
Products anything that could cause interference or
& Services

ise, such as a cell tower.

A Ul that may utlize machine learning to identify higher priority lgrems, ana give them more]
attention.

-

Government employees with the job of identifying/defending against
Customer Segment drone attacks at locations such as embassies.

Allow people who are unfamiliar with how to use thé
Current UL, to better understand the new one.

A reduction in successful drone attacks

AINS  gasier access to identifying
e drone communications.
A4
Information will be presented in a fashion that is more

simple, and easier to understand, Leading to faster
Response time.

Navigate the Ul properly,
and in a timely fashion.

Customer

More effective radar/
drone identification

Safer embassies/overseas
that is easier to use.

locations for state department
employees.

Pain Relievers
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Better chance of stopping drone
Attacks.

A Ul that is able to keep
track of other importan

info such as the stat
of defense

mechanisms

A more straighforward,
non-flashy Ul. A flashy UI

Make the jobs of state d
can be distracting.

employees who use the|
easier.

Easy access to drones
flight path

bpartment
e systems
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Identify drones, and
determine if they are
a threat.

Drones can sometimes be hard to locate, as well a:
determine if they are a big threat.

Some drones run on pre-
planned gps, and are  Pains

Response time is slower than
it could be.
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uliet Meza

The Value Proposition Canvas

Value Proposition .. .. .
Optimize dashboard for decision making

Provide actionable insights from drone data
Focus only on relevant drone data
Integrate technology to correlate and connec
data points (e.g., regurring | %(r,édents with the
same drone)
Data analysis AN
and reporting L

functionality Visual representation of location-
Drone Data Dashboard as&ctivilies and threats
Products
& Services

Customer Segment

Technical Deputy Program Lead

Quick and precise threat
identification and prioritization

Gains  Streamlined data

analysis and
decision making,

Correlate
incidents and
tracks to identify
recurring threats
Customer
Job(s)

Clean, processed data for
better monitoring with visuals

Make
decisions

Location-based
visualizations
Flexible threat
matrix

integratio

Focus only on relevant drone data

Flag noise and other data issues
Pain Relievers

®

Enhanced data quality through
normalization/analysis
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Drone data is noisy and
inconsistently processes

(Detect, Track,
Identify, Defeat,
Report)

Variability in threat matrices
across different posts and
systems Pains

Inefficiency in
responding to security
alerts
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Hard to find specific data
needed for decisions
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The Value Proposition Canvas

Value Proposition

The C-UAS sensor dashboard should adopt a simplified approach with UVUX
optimization, designed 10 be user-friendly for less experienced RSOs

Surveys that

detérmine the
minimum nécessary
amount of training to
use the interface

Interface more widely
applicable across different
locations (even small ones)

Interface that only displays
DECESSAry mformation

Gain Creators

Customer Segment  Deputy Project Manager - Department of State

RSOs will be less
reluctant 1o take on the
new role if it's easier 10
viéw | understand

Save money on FSWs

RSOs can

likely to be released

Pain Relievers
(what pain dO we lake sway?)

Interface that can bo easdly
apphcable across vanous posts

More posts can afford 10 use
this interface to protect people
and infrastructure

Gains Simpitied U1
(what Our CUSIOMErs recane) lake over the Protects proprietary
Written role of FSWs ®e information
recommendations on Easy to navigate 3
how 1o make Ul as software M
SIMplistic as possible Less training / background No need 1o devote a Manages day-to-day
with drones required wholé job to the task opératons
Cost savings on expensive
FSWs 7
Products cost benefit More embassses can afford C-UAS Customer
& Services analysis of operabons, keeping people there safer Job(s)
(what we're ofler0) o iuching +
II k over from FSWs are VERY expensive to
FSWs 1o deploy overseas
RSOs Proprietary information less e

FSW isn't necessarily
the best job

Manages 4 manned
locations, 3 unmanned
locations, and vanous

RSOs do not want to
take on thes new role

Pains lestng faclites
(exparmnced during the job) Many embassies
® e cannot alford C-UAS
~

operations due o cost

Ul is cluttered

More extensive
background and
traning needed to man
compiex interface



Ul Modifications

User Interactions and INpuUl  ee——
Map screen ﬁ

—) Data regarding user interactions and feedback
—)p | jve updates for potential threats

Passive Drone Tracking  — —) Notifications when a drone is located

Ul Performance Data  me—) —) | proved functionalities and UI/UX




Completed Interviews (ordered by date)

Name Contact Information Job Title Interviewer Date
UI/UX Developer John 9/8
Lieutenant General Nicholas 9/11
CIO Juliet 9/11
Associate Professor, School of Design, College of Art and Design Nia 9/15
New Media Design Student David 917
Electronic Warfare/Cyber Intelligence professional Nicholas 9/19
RIT Professor Juliet 9/19
New Media Design Student David 9/23
Software Engineer at Comcast Nia 9/26
RIT New Media Design Professor John 9/26
RIT Student (took H4Dip last semester) Nia 9/27
President of High Point Aerotechnologies Nicholas 9/27
Adjunct Faculty, Golisano College of Computing and Information Sciences Nia 9/28
Professor, Department of Mechanical Engineering, Kate Gleason College of Engineering Nia 9/28
Cleared Contact - Deputy PM Nia 9/28




Cybersecurity Research Engineer at Oak Ridge National Laboratory Nia 9/28
RIT Student (took H4Dip last semester) Nia 9/29
Junior Security Analyst at CyFlare David 10/1
RIT Grad, Technical Support Professional John 10/2




