10/3/2023 DS-27 Update

Critical Communication

Problem Statement

Security response teams at U.S. government diplomatic and
consular facilities need to have simultaneous secure, reliable,
and mobile routes of communication at all times in order to
avoid misunderstandings, confusion, and loss of life.

IMPACT

Lack of communication can have unintended consequences. Incorrect information can waste time addressing non-issues or failing to understand critically important information. If key
commands are not received by the whole team to and from C2, in a timely manner, individual elements may be improperly deployed, creating vulnerabilities or exposure to hazards.

PROBLEM SPONSOR

Brian J. Rapier

Special Assistant, Directorate of Cyber and Technology Security | DS/CTS Special Agent, Diplomatic Security Service
Alexandria, VA
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Diplomatic Security Service Organization Chart

e DS - Bureau of Diplomatic Security
¢ DSS - Diplomatic Security Service, Director is also Principal Deputy Assistant Secretary
(PDAS) m C - Countermeasures

CTS - Cyber and Technology Security
DO - Domestic Operations
IP - International Programs
HTP - High Threat programs (Sister directorate to IP)
Sl - Security Infrastructure
T - Training
m TIA-Threat Investigations and Analysis
o EX-Resource Management, Hiring, Internal Funding, etc.
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o Spectrum Management

o Frequency of Drills
o In-Person Training
o Drills with Random

® Beneficiaries * Peace of Mind Location/Time
¢ Industry Experis * Consolidation of Existing # Policy Enforcement
® International Law Experts Communications Methods * Staffing
* Dos o Improved Training & Compatibility
o Situational Awareness o ATAC Update
o Equipment Use
® Reliability/Availability

o Security Posture

o Personnel Families

® Repional/Contracted Guard

Faorces

Mission Budget/Cost

Unknown

¢

Mission Achievement/Impact Factors

o Improved situational awareness for C2 personnel.

® Improvement on DoS Audits regarding security posture.
® Improved frequency and response behavior by non-security personnel.

® 90% reduction in the use of the 'E’ in a PACE plan. (Runners)

# Measurable improvement in clarity of audio and backup commaunication channels.

® Fewer human resources required in crisis situations.
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VPC #1

The Value Proposition Canvas

B

[:

Value Proposition: Security Awareness _ ; Beneficiaries: Marine Security Guards

Gain Creators

[~

- PACE PLAN
o P - Handheld Radios
= Work 60-70% of the time
= Good Range

- Improved and More Frequent Training
o Random & Isolated Drills
o Disregard for RSO Commentary

= Available
- Post 1 (C2) Receiving Quality Information o A - Landlines CLjSotg(r:)er
= Reliable

= Speaker Functionality
- MSG and DS Agents are usually well
Gains trained

- Commander of MSG

- Google Real-Time - Dealt with a lot of C2
Translations Services C D ’ Ef:\lned‘:’:/ﬂﬁl:rsn::f
- Repeaters ]

v
&

- Audio Transcription efficiency solutions

within 30 days.
- Execute drills
- Be available 24/7

Pains _ pace pLan
o P - Handheld Radios
L = Work 60-70% of the time
~ = Dead Spots
= Interior -> Exterior, Stairwells, Floor:
o A - Landlines
= Tied to Location
= Assumes Familiarization Training
o C - Intercom
= Broadcast

- MSG and DS Agent Training

o Ability to “act with intent”
Ability to follow instructions
Familiarization Training
Drills

Products
& Services

°
o
o
o

RSO Personality Issues

= Upi-Directional Time Delays
o E-Runners o Non-Security Personnel
Pain Relievers = Exactly Awareness/Training

o Language Barrier

®
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VPC #2

The VValue Proposition Canvas

Value Proposition:

Communication Availability and Reliability

Products
and Services

q]
Translation 'IDe?

Alternative Voice/Text network
Servers (logging, etc - cloud
not an option)

SAFE (v27?)

Cell Phone Vendors

App Development

Network Stack Dev

Gain Creators

kel
Alternative to Cell Network (whatsapp,
calls, telegram etc)
Shareable Location Information
Bidirectional Comms (SAFE v2)

Customer Segment:
RSOs, ARSOs - Interview with

©

Enhance ability to communicate with the

protectees and local security

Enhanced ability to cross language barrier

Ability to communicate while on the move/not local to base
Better reliability/usefulness of SAFE

Incident commander
Local security

DS agents
Protectees

Customer
Jobs

Live translation technology

Bidirectional communication with protectees
Better communication compliance (radios, etc)
Less learning curve

4

Pain Relievers

Copyright Strategyzer AG
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Communicating with local security g —
C 1g with p

Relying on memory for protectee status and
location (SAFE, radio)

Reliant on local staff for translation, communication

with hired security

Local staff not available in many kinds of emergencies
Language training can only teach basics, complex comms
needed during emergencies
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VPC #3

The Value Proposition Canvas T

Reliable Comprehension MSGs, RSOs

- Network engineers
- Hardware engineers
- UllUX Designers

Gains

Gain Creators

-

v/
- Reliable Real-time communication
- Complete information exchange
- Communicative Awareness

- GUI on radio hand held device:
Voice to Text translation

Customer
Job(s)

Products
& Services L
 —
) —
O —

- Control of entrylexit
- Security
- Emergency Response

- Communication Delay o
- Lack of connectivity in certain infrastructure:

- Missing high priority intel
- Lack of awareness of lost communication

- Tactical Radios
- Blinking LED Lights
[To push for acknowledgeme

Pain Relievers

®

- No message lost while communicating
- Reduces the chance of miscomprehension
- Allows the opportunity to read messages later
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The Value Proposition Canvas

f /M

Customer Segment
Unified Comms System 9/ Department of State

Value Proposition

DOS Tech Staff
DOS command

DOS security personnel

Gain Creators

* Comms platform

merging existing system: M

* Real-time open-source repoNng

L)
A

* Unified comms system
* Unified picture of field situation
* Unified procedures for response

Products m

Customer
& Services

Job(s)

v
A

V —
 —
— * Different comms systems [
* Incomplete/inaccurate picture of field situation. Control of entry/exit
* Policies on response procedures not always implemagted Security
Unified policy framework uniformly

Emergency Response

Pain Relievers Pains

L)
~

More accurate picture of what is going on
Better ease of use
Better sourcing of information in real time
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EXAMPLE

Interview Tracker

OrgiTitle. Hintérviawer | Contacted | Senediiled | Complited
BiG COMPANY: lanitor TEST 1-5ep 2-5ep 3-5ep
Senior Security Engineer, Google Vishal 9/5/2023  8/6/2023 9/18/2023
Assistant Professor, RIT William | 9/12/2023 9/15/2023 9/21/2023
Spacial Agent, DS International Programs William | 9/22/2023 9/27/2023 8/28/2023
Senior Bureau Security Officer, Executive Secretariat William | 8/22/2023 9/25/2023 9/27{2023
Program Manager, Optical Sight Systems, L3Harris Ryan 9/11/2023 9/21/2022 9f21/2023
Aerospace Security Hardware Engineer, MITRE Ryan g/11/2023 10/3/2023
Director, Systems Engineering and Tech, L3Harris Ryan 9/11/2023 9/27/2023 9/27/2023
ARSO, State Department Ryan 9/21/2023
RSO, State Department Ryan 9/21/2023 9/27/20232 9f27/2023
Supervisory Special Agent, Foreign Service Institute Ryan 9/21/2023 9/27/2023 9/27/2023
Operations Chief, FAST Company William | 9/22/2023 9/27/2023 9/29/2023
Security technical Specialist for Diplaomatic Security (on tour w RTC) Brian 9/25/2023 9/26/2023 9/26/2023
Watch Officer, Diplomatic Security Command Centar Brian 9/25/2023 9/26/2023 9/27/2023
Teacher, Sun Microsystems Ryan 9/27/2023
Police, Conway MA Ryan 9/27/2023
Paolice Chief, Northampton MA Ryan 9/27/2023
City IT, Northampton MA Ryan 9/27/2023
Special Agent | Bureau of Diplomatic Security Brian g/27/2023 10/1/2023
Chief R&D (Security Engineering Officer), Physical Security Division Vishal 9/28/2023 9/28/2023 10/2/2023
Regional Security Officer (RSO, Chennai, India Vishal a/28/2023
Detachment Commander, Chennai, India Vishal g/28/2023




