DS-09 Week 6

Presentation
Derek, Surayyah, Harsha, Skyler, Julia, Abdullah

Completed Interviews: 22 Scheduled
Interviews: 3



Problem Statement

Technology Operation Groups (TOGs) need a way to more quickly transmit high-definition video data from
surveillance systems in the Western Hemisphere Affairs (WHA) region back to domestic command
centers in order to make better informed decisions on how to respond to threats at overseas offices.

Pivot

Technology Operation Groups(TOGs) need prompt access to flagged video data of interpretable quality from
remote sites’ surveillance systems across the Western Hemisphere Affairs region in order for DC

decisionmakers to form incident response plans. TOGs and regional security staff less promptly require access to
high quality video data from these systems to generate post-incident reviews and prosecutions.
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¢ improved meaningful data scrubbing
e Dynamic quality adjustments
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Mission Achievement/Success Factors

e Faster video streaming and response time (specifics still unknown)

This work is icensed under the Creative Commons Attribution-Share Alike 3.0 Unported License. To view a copy of this license, visit
hitp Jicreativecommons. orglicenses/by.52/3,0/ or send a lefter to Create Commons, 171 Second Street, Suite 300, San Franciseo, Calfonia, 94105
ISA

©@OO0®®

Designed by: Strategyzer AG & Steve Blank
The makers of Business Model Generation and Strategyzer

(®)Strategyzer

strategyzer.com



DOS security org chart

Derek Renz | September 2¢
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Value Proposition

I Officer-in-charge

Engineering Security Center
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Customer Segment

estore system
functionality when dow

assist pulling video from
servers when needed

Customer
Job(s)

eliminate abandoned open
connections to video cam streams

adjust resource allocation
policy/configurations for sensor
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improve shared resource division of grouped devices
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ssh/remote connections to site
devices arer often quite slow

troubleshoot network systems

videos from remote connections
are often quite low fps which and resolution
edges on being difficult to do duties at times
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Value Proposition
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Being judicious during the hiring process
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MVP

Human bandwidth

\

Raw Video Data >

Situation reports
(live situations)

Actionable Info
(highlight reel)

After action reports
(post situation, auditing)



Interviews

name contact info who are they?
RIT Grad Professor
RIT Assistant Director of Technology and Communications for Public Safety

Officer-in-charge, Engineering Security Center

Mexico City, Mexico
Security Engineering Officer Engineering
Security Office
Ottawa, Canada
Regional Director of Security Engineering
RIT Professor, Pattern Recognition research
Executive Director Public Safety
rit professor
RIT professor in dept of software engineeting
RIT studnet and networking engineer
Lead in Educational Reach at Foundry Academy
RIT professor, Technical Sales Engineer, and Manufacturing Engineer

SMSe Network Engineer

Network Systems Management Branch

Special Projects Lead

Network Systems Management Branch

HDSVS Program Manager

Systems Integration and Monitering Branch

Regional security officer Ottowa
Electronics Engineer, Technology Development Branch
High Definition Security Video Systems Deployment Manager
DoD FMV distribution company
Technical Systems Group, Inc./RIT Supplier
High Definition Security Video Systems Project Manager
RIT Professor
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Value Proposition

Framerate/Compression based on
consumer needs

Gain Creators
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Deployment Manager

Customer Segment

Security at customer facilities

Gains
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More informed decision making
Faster response time

Customer

Distribution of FMV Low bandwidth requirements
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Framerate/Compression based on
consumer needs

Pain Relievers
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Centralized architecture since users
might not be technical
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Value Proposition Abdullah Sakayl
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Enables quicker and better-
informed responses,
ultimately leading to more
effective neutralization of
threats to life and property.
) . Gain Creators
Provides senior leadership
with timely and accurate

Adaptable Frame rate mf‘ormatlon from overseas M
ffices.

Covert Channel (Not
good for TCP but
good for ICMP)

Products (I)
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Customer Segment

(RIT professor, )

Not losing surveillance capabilities

Gains
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More awareness of threats

Act accordingly
faster

Be able to mitigate
further harm

Customer
Job(s)

Faster response time to
threats

Less Power Consumption

Adjustable coloring of
the cameras

Pain Relievers

Minimizes the risk of data loss during
transmission.
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Could be vulnerable if an attacker
Knows how the backup is setup

Heavy load on the system slowing down
more than just video transmission
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Value Proposition

Harsha Philip
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Alarm Systems Mana}¢gment
High-Resolution Camera\Systems
Role-Based Permissions S&up
Security Evaluation Services
Network and Power Monitoring

Products
& Services

Improved Security Deterrence
Role-Based Access Control
User-Friendly Milestone System
Future Expansion Possibilities

Streamlined Device Integration

Gain Creators
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Assistant Director of Technology and Communications for

Public Safety and_]]o Technical Systems Group, Inc./RIT
Supplier

Customer Segment

Role-Based Permissions
Strategic Camera Prioritization

Suspect and Intruder Tracking

Deterrent Effect on Criminals

°
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S. Vital Information in Emergencies
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Satisfactory Milestone Systen,

Future Expansion Plans

Enhanced Incident Response

Efficient Device Integration

Improved Security Deterrence

Privacy-Respecting Camera Place

High-Res amera Tech
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Online Camera Monitoring
Security Evaluation Guidelines

Quick Incident Response
Technology Evolution Insights
Infrastructure Cost Considerations

Pain Relievers
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Cameras Going Offline

Network and Power Issues
Aesthetics vs. Security

Monitoring Numerous Cameras

Costly Infrastructure Expansion
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Parking and Ticketing Limitations
Continuous Notification Management
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Ensure Device
Communication
Oversee Access
Control and Cameras
Prioritize Camera
Placement
Monitor Intruders
and Suspicious
Activity

Evaluate New
Camera Requests
Expand Camera
Coverage

Assess Security
Effectiveness
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Value Proposition Customer Segment

e Efficient data transfer
e Faster information processing
e More accurate information

Gain Creators Gains

e Optimized

compression
e Anomaly EM
detection for

less wasted

./
Faster responses

Faster orders
Reduce bandwidth

e  Analysts
e IT personnel

time Better responses to emerge;
Products m Customer
& Services Job(s)
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e Latency on all data

e Risk of data loss or missing
important events

e Budget restrictions

Pains
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Pain Relievers

e Reduce network load b

e Automate data analysis
e Focus on needed data
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